Privacy Policy

Scope
This policy applies to personal information collected, controlled and/or managed by Housing
Trust. The requirements under this policy applies to, but is not limited to, Board of Directors,
employees, suppliers and contractors employed or engaged by Housing Trust (HT).
Housing Trust handles the personal information of all customers in an open, accountable,
transparent and responsible manner in compliance with its obligations under all applicable
Australian laws, including the Privacy Act 1988 (Cth).
The term ‘customer’ in this policy means any person that the Housing Trust provides a
service to, employs and/or deals/engages with for its business functions and activities.
The term ‘Personal Information’ in this policy means any information from which a
customer’s identity is apparent or can be reasonably ascertained. When we use this term it
also includes ‘Sensitive Information’.
The term ‘Sensitive Information’ means information or an opinion about an individual’s racial
or ethnic origin, political opinions, membership of a political association, religious beliefs or
affiliations, philosophical beliefs, membership of a professional or trade association,
membership of a trade union, sexual orientation or practices, or criminal record that is also
personal information, or health information or, genetic information about an individual, or
certain biometric information.
Information which is publicly available, in any domain, is not considered private or confidential
and is excluded from this policy.

Purpose
This Policy is intended to provide information on:


How Housing Trust collects information



Why Housing Trust needs your personal information



How Housing Trust stores and protects personal information



How customers can find out what information is held and how this can be amended



How Housing Trust can disclose your personal information



How Housing Trust handles data breaches



How customers can make a privacy complaint
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How Housing Trust collects information
Housing Trust takes privacy very seriously and only collects personal information that it
requires by lawful and fair means. Most of the personal information will be collected directly
from customers unless it is unreasonable or impractical to do so. Housing Trust gathers this
information through forms that you complete and submit to us (in writing and digitally), by
recording the information you provide via phone calls and face-to-face meetings and CCTV
security cameras in our office and common areas of complexes under Housing Trust
management.
In some cases Housing Trust may collect personal information from external sources. The
people or organisations that may provide us with information include but are not limited to:


Housing NSW



Support agencies



Centrelink



Previous landlords and



Law enforcement agencies



Tenancy databases

Housing Trust only collects information from external sources if it is impractical to collect it
directly from you and when we are permitted to do so.
You have the option to remain anonymous or to use a pseudonym when dealing with Housing
Trust. If you wish to remain anonymous or to use a pseudonym when dealing with Housing
Trust, we may only be able to provide you with limited information or services and in many
cases it will not be possible for us to assist you with specific needs.

Why Housing Trust needs your personal information
When we collect personal information we will, where appropriate and where possible, explain
to you why we are collecting the information and how we plan to use it.
Personal information will only be used to help identify the services you may need, assist in the
delivery of those services, assess eligibility for employment with us, manage and administer
employment with us and also meet our legal and regulatory obligations. Housing Trust will
only share personal information to give effect to these purposes.
If a customer does not provide Housing Trust with personal information when prompted, we
may be unable to contact the customer or provide any services to the customer.
When customers provide Housing Trust with personal information they consent to Housing
Trust handling their personal information in accordance with this Privacy Policy.
Housing Trust may ask for a range of personal information, limited to what we need to assist
us in providing you with relevant services. The information we request could include, but is
not limited to:


name



income, assets, liabilities



criminal records



date of birth



bank details



ethnicity



address



health information



housing history and



contact details



proof of identification



government identifier
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How Housing Trust stores and protects personal information
Housing Trust will take every reasonable and practical precaution to safeguard the security,
integrity and privacy of personal information. We hold your personal information in a
combination of secure computer storage facilities, paper-based files and other formats. We
will update your personal information if you contact us.
Security measures to protect personal information from misuse, loss, unauthorised access,
modification or improper disclosure include but are not limited to:


periodically reviewing and updating security measures



physical, electronic, and procedural safeguards such as password protection,
confidential disposal of records, physical locks on cabinets



secure server and closed network environments



limited access to personal information where only relevant employees require a
customer’s personal information to carry out his / her normal line of duties are provided
with access to these records



management of access privileges, and regular review of the privileges



employees sign confidentiality and Code of Conduct agreements which reflect the
commitment to the privacy and protection of your information. Training is provided to
staff on the importance of maintaining the confidentiality of personal information and the
privacy of individuals.



when personal information is not needed anymore we will delete, destroy or de-identify
it.



Information is not disclosed overseas

When Housing Trust report to the National Regulatory System Community Housing (NRSCH)
Community Housing Registrar and funding bodies your personal information is de-identified
by a Statistical Linkage Key (SLK). While formulated from basic identifying information, data
used to create an SLK cannot be reconstituted to identify a customer. The SLK protects you
and your private and confidential information.
In circumstances where Housing Trust no longer needs customer's personal information for
any purpose for which the information could have been used or disclosed (provided that we
are not required by any Australian Law to retain the information) we will take reasonable steps
to ensure that the information is de-identified.

How Customers can find out what information is held and how this can be
amended
Housing Trust will take reasonable steps to ensure that personal information is accurate,
complete and up-to-date. These steps include maintaining and updating personal information
when we are advised by you that your personal information has changed, and at other times
as necessary.
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Customers have the right to request access to the personal information Housing Trust holds
about them, and request for any inaccurate, out-of-date, incomplete, irrelevant or misleading
personal information to be corrected.
It is the customer’s responsibility to inform Housing Trust of any corrections or changes to
personal information and this can be done by a phone call to the office, email, writing to
Housing Trust and/or via the Housing Trust’s website: https://housingtrust.org.au/contactus/send-an-enquiry/ (refer to how you can contact us about privacy under the heading Making
a Privacy Complaint later in this Policy).
We will take reasonable steps to correct the information to ensure the information is accurate,
up-to-date, complete, relevant and not misleading. We will notify you when the information is
corrected.
If a customer would like to request access to the personal information held by Housing Trust,
this request must be made in writing and specify what information is required and for what
purpose. You will not be charged upon a request for access. It is mandatory that Housing
Trust verify a customer’s identity.
There are some situations where we are allowed to refuse or limit access to personal
information. For example if the information is commercially sensitive, for legal reasons or if it
has a privacy impact. If that happens we’ll write to you and let you know why.

How Housing Trust can disclose your personal information
Where reasonable and practicable to do so, Housing Trust will collect your personal
information only from you. However, in some circumstances we may be provided with
information by third parties such as Centrelink. In such a case we will take reasonable steps
to ensure that you are made aware of the information provided to us by the third party.
Housing Trust ensures that the third party is also bound by the Privacy Act and has an
obligation to keep personal information confidential and to take reasonable steps to keep the
personal information secure from misuse, interference, loss, unauthorised access,
modification or disclosure.
Housing Trust may disclose your personal information to government agencies, our service
providers, agents, contactors, partner support agencies, business partners and other
recipients from time to time, only if one or more of the following apply:


You have consented



You would reasonably expect us to use or disclose your personal information in this way



We are authorised or required to do so by law



If it is reasonably believed that disclosure will lessen or prevent a serious threat to the
life, health or safety of an individual or to public safety



Where another permitted general situation or permitted health situation exception
applies



Disclosure is reasonably necessary for a law enforcement related activity
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Housing Trust and NSW Police may also exchange information under the guidelines of the
Record of Understanding to:


Maintain law and order in and around Housing Trust properties



Investigating and responding to complaints about a tenancy



Determining whether a breach of a Residential Tenancy Agreement has occurred



Supporting an application to the NSW Civil & Administrative Tribunal (NCAT)



Develop and implement crime prevention and community safety strategies

Housing Trust will also provide information to police when subpoenaed, unless the information
is not in the public interest - in these cases, Housing Trust may lodge an appeal not to provide
the information.
Housing Trust will not hold your personal information for use or disclosure for the purpose of
direct marketing.

How Housing Trust handles data breaches
It is Housing Trust’s responsibility to have an ongoing obligation to take reasonable steps to
handle personal information in accordance with the thirteen (13) Australian Privacy Principles
(APPs). This includes protecting personal information from misuse, interference and loss, and
from unauthorised access, modification or disclosure.
A data breach occurs when personal information that Housing Trust holds is subject to
unauthorised access or disclosure, or is lost. A data breach may be caused by, but not limited
to:


malicious action (by an external or insider party)



human error, or



a failure in information handling or security systems.

Individuals whose personal information is involved in a data breach may be at risk of serious
harm, whether that is harm to their physical or mental well-being, financial loss, or damage to
their reputation. Housing Trust will effectively respond to any data breaches or suspected
data breaches to endeavour to successfully reduce or remove the risk of harm to customers
which aligns with legislative requirements and community expectations.
In the event of an eligible data breach (a breach that is likely to result in serious harm to any of
the individuals to whom the information relates), Housing Trust must notify the Office of the
Australian Information Commissioner (OAIC) and affected individuals if:
a)

it has reasonable grounds to believe that an eligible data breach has occurred; or

b)

it is directed to do so by the OAIC. For instance, if a data breach is reported directly to
the OAIC by an affected individual and/or if the OAIC disagrees with Housing Trust’s
assessment that the incident is not an eligible data breach
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Should a data breach occur, Housing Trust will:


Initiate an assessment



investigate and evaluate the breach



put a remedial action plan in place



following closure of the breach, review the incident and take action to prevent future
breaches

Housing Trust follows the OIAC Data Breach Response Process
https://www.oaic.gov.au/privacy-law/privacy-act/notifiable-data-breaches-scheme

Making a Privacy Complaint
If you are concerned that Housing Trust has not complied with this Privacy Policy including the
Australian Privacy Principles, you can make a complaint under the Housing Trust’s
Complaints Policy which is available on our website www.housingtrust.org.au
Housing Trust’s Privacy Officer will investigate all complaints regarding a possible breach of
privacy law:


The complaint will be reviewed independently and will consider all information available
at the time of the complaint



Once the investigation is completed, you will be formally advised of the outcome. The
response will explain the reason(s) for any decision.



Housing Trust’s response will include information on how to make a complaint to an
external body



Housing Trust expects its procedures will deal fairly and promptly with your complaint.



If a complainant is not satisfied with Housing Trust’s response or the manner in which
Housing Trust has dealt with the complaint, the individual may make a formal written
complaint to the Office of the Australian Information Commissioner (OAIC), the regulator
responsible for privacy in Australia www.oaic.gov.au



A referral to OAIC should be a last resort once all other avenues of resolution have been
exhausted.

Housing Trust can be contacted about this Privacy Policy or about personal information
generally by:


Email:

privacy@housingtrust.org.au



Phone:

(02) 4254 1166



Address:

Level 7, 5 Bridge Street, CONISTION NSW 2500



Postal:

PO Box 1, CONSITON NSW 2500

If practical, you can contact us anonymously (i.e. without identifying yourself) or by using a
pseudonym. However, if you choose not to identify yourself, we may not be able to give you
the information or provide the assistance you might otherwise receive if it is not practical to do
so.
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Changes to our privacy and information handling practices
This Privacy Policy is subject to change at any time. Please check our Privacy Policy on our
website https://housingtrust.org.au/about-us/policies/ regularly for any changes.

Reference or Related Documents
Internal
Policy:
1.

Complaints Policy

2.

Appeals Policy

Procedure:
1.

Notifiable Data Breach Response Plan Procedure

Form
107016 Request-for-Access-to-Personal-Information-held-by-Housing-Trust
External
1. Privacy Act 1988 (Cth)
2. Australian Privacy Principles
3. Office of the Australian Information Commissioner (OAIC)
-

https://www.oaic.gov.au/individuals/how-do-i-make-a-privacy-complaint

-

https://www.oaic.gov.au/individuals/privacy-complaint-checker/

4. Privacy Amendment (Notifiable Data Breaches) Act 2017
5. OIAC Data Breach Response Process
-

https://www.oaic.gov.au/resources/privacy-law/privacy-act/notifiable-databreaches-scheme/flowchart-ndb.png
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Quality and Performance
Manager
Approved for release by
Quality and Performance
Manager

V 1.0
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01.12.2014

V 2.0

Reviewed Policy

14.09.2017

V 3.0

Reviewed and updated to include Notifiable Data Breach Scheme (NDBS) and
reference to Notifiable Data Breach (NDB) Response Plan. Approved by the
Board 02.09.2019

16.09.2019
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Margo Emmerik
Chief Financial Officer

V 4.0

CCTV information in Housing Trust residential common areas and Policy V3.0
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